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Disclaimer

The information contained in this presentation as
well as the comments by the presenter do not
necessarily represent the views, positions, or
opinions of Enterprise Bank. The information is for
educational purposes only and does not constitute
technology, accounting, or legal advice.
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Current 1C3 Fraud Statistics

Complaints and Losses over the Last Five Years*

457,361

3.79 Million

Total Complaints

53.5 Billion

791,790

$37.4 Billion

Total Losses

54.2 Billion

847,376
56.9 Billion

800,944
510.3 Billion
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512.5 Billion
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Current 1C3 Fraud Statistics

Top Five Crime Types Compared with the Prewvious Five Years
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Nasdaq’s 2024 Global Financial Crime Report

$21B in Check Fraud
Check fraud losses in the Americas
represented nearly 80% of total

check fraud losses globally last year,
underscorimg the growing problem of
check fraud in the LS.
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$8.2B in Advance Fee Scams
Advance fee scams accounted for the
highest losses globally of all scams
targeting consumers and businesses,
with the EMEA region representing more
than 40% of the total losses to this scam.

EMEA’

=]
Americas
Payments Fraud . $102.68
CheckFraud ... $21.0B
Credit Card Fraud.................. $13.6B
Cyber-Enabled Scams ________$5.08
MAdvance Fee Scams.............. $4.7TB
Impersonation Scams ..............51.68
Employment Scams.._____..____$1.68
Confidence Scams..................$0.9B

Payments Fraud . $94.08B
Advance Fee Scams............ $8.2B
Credit Card Fraud..........c.......... $3.1B
Cyber-Enabled Scams...._..__.__$3.1B
Employment Scams..____._..____$1.78B
Impersonation Scams .............$1.48
Confidence Scams ... $1.28B
Check Fraud ... $0.58
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$190.2B in Payments
Fraud Losses

Payments fraud losses topped all other
types of fraud in every region, with the
Asia-Pacific region representing nearly
half of the total global losses to payments
fraud in 2023,

Asia-Pacific

Payments Fraud . _$190.28
Credit Card Fraud ... $T1.98B
Advance Fee Scams................ $6.2B
Check Fraud ... ... . %518
Impersonation Scams_________$3.88
Cyber-Enabled Scams...........$1.98B
Confidence Scams ... $1L.7B
Employment Scams..__________$0.68
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Recent EB Customer Fraud Incidents

Vendor Business

Counterfeit :
Payment Checks Email

Fraud Compromise
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Prevent Fraud

Technical Controls

e Multi-Factor Authentication
e Passwords/Biometrics

e Patches & Upgrades

e User Access Reviews

e Least Privilege Access

e Backups

e End of Life/End of Support

e Firewalls and Network
Configurations

e Mask sensitive
information

Non-Technical Controls

e Financial Account
Reconciliations

e Dual-Control/Approval
e Reduce Paper Files

e Reduce non public
personal information

collected

e Positive Pay — Check,
Payee, ACH

e Call backs to known good
numbers
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Detect Fraud

* Employees that take luxurious vacations

* Employees that never take vacation

* Phone calls or mail for unrelated people or
businesses or clients

 Anomalies in Access logs

* Changes in direct deposit information

e Unexpected error messages

* Management’s review of transactions

* New vendors set up for accounts payable

* Changes in vendor payment information

- Enterprise Bank "
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Recover from Fraud

* Notify the appropriate agencies (law enforcement,
Attorney General, Consumer Affairs, etc.)
* Notify your insurance agency, financial institutions,
and CPA firm
* Engage third party firms to assist (forensics services,
legal services, etc.)
Remediation of computer equipment
v Change passwords
v Change accounts
v Change usernames
v’ Check for email rules
v’ Restore from backups
Retain documentation
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Products and Actions to Prevent Fraud

* Implement Cash/Treasury Management Products
and Best Practices
v' Ensure diligence in reviewing Online Banking
v Reduce paper-based payments
o Convert check payments to electronic
v" Implement Check Positive Pay including payee
v Implement ACH Positive Pay — blocks and filters
v’ Explore lockbox to outsources A/R collection
v' Eliminate use of personal credit cards and

implement commercial card program ~
v’ Enforce dual control @APP ROVED
v’ Segregate duties and accounts (”)REJECTEU

v Do not accept or pay in cash
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Resources

Association of Certified Fraud Examiners: www.acfe.com

Association for Financial Professionals: www.afponline.org
“Key Highlights 2024 AFP Payments Fraud and Control Survey Report”

CliftonLarsonAllen LLP: www.claconnect.com
“Nonprofit Fraud Awareness and Prevention Strategies”
Note: many CPA firms provide information about fraud prevention

Internet Crime Complaint Center: www.ic3.gov

Nonproft Risk Management Center: www.nonprofitrisk.org
Provides overall risk management for non-profits

NonProfitPRO: www.nonprofitpro.com
“How to Prevent Nonprofit Payment Fraud” — article focuses on Donation Form Fraud

Your Bank Relationship Team: Meet with Team to conduct a fraud prevention checkup and
discuss best practices
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Questions?

Christopher Dias, CTP
Senior Cash Management Advisor, SVP
(978) 656-5772
Christopher.Dias@ebtc.com

Edie Joyce, CTP
Cash Management Director, SVP
(978) 656-5693
Edith.Joyce@ebtc.com

Meaghan Lally-McGurl
Chief Risk Officer, EVP
(978) 656-5692
Meaghan.Lally-McGurl@ebtc.com
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